ONLINE BANKING SAFETY

Casey State Bank strives to provide a safe online experience for our customers. We use
industry standard 128-bit encryption as well as multifactor authentication, firewalls and
virus protection.

INDENTITY THEFT AND ONLINE FRAUD

If you suspect that you are a victim of fraud or identity theft, call us at 217-932-2136
immediately.

SUSPICIOUS EMAILS

If you have received a suspicious email claiming to be from Casey State Bank, please
forward the email to Caseystatebank@caseystatebank.com

BELOW ARE AFEW TIPS TO AID IN KEEPING YOUR ONLINE TIME SAFE.

1.

If you bank online, check your accounts to spot and report errors or fraudulent
transactions just as you would with your traditional accounts.

Never give your Social Security number, credit or debit card number, pin numbers or
other confidential information in response to an _unsolicited email, text or phone
call no matter who the source claims to be.

. Don’t open attachments or click on links in unsolicited emails from anyone you do not

know or are unsure of.

Watch out for sudden pop-up windows asking for personal information or warning
of a virus.

Use a mix of security tools and procedures such as anti-spyware and virus protection.

When shopping on line, deal with reputable merchants and beware of unbelievably
low prices.

Using a credit card offers more protection than a debit card or other electronic forms
of online payment.

Report suspicious emails or calls to the Federal Trade Commission through the
internet at http://www.ftc.gov/bcp/edu/microsites/idtheft/ or by calling
1-877-IDTHEFT(1-877-438-4338).
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